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ChirpStack
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Gateway Operating System
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Installation Guide for Debian or Ubuntu

* Tutorial of steps needed to setup the ChirpStack server stack

Many configurations are possible. In this tutorial, the following assumptions of the deployment
architecture are made:

* All ChirpStack components and their dependencies will be installed on a single server instance.

* The ChirpStack Gateway Bridge component will be installed on gateway but can also be installed
on the server itself.

* No firewall rules are setup.
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Installation Guide for Debian or Ubuntu

Full installation guide for:

* ChirpStack Server stack
* Installation guide for Debian or Ubuntu

* Gateway

* Installation guide for
= Raspberry Pi 3
= |MST —iC880A Concentrator shield

* Connecting a Device
* Installation guide for including a Microchip RN2483 wireless module to the network
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Installation Guide for Debian or Ubuntu

Install dependencies:

 MQTT broker: A publish/subscribe protocol that allows users to publish information under topics that
others can subscribe to.

* Redis: An in-memory database used to store relatively transient data

* PostgreSQL: The long-term storage database used by the open source packages

Command to install the dependencies: sudo apt install mosquitto mosquitto-clients redis-server redis-tools postgresq|
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Setup PostgreSQL databases and users:

* To enter the command line utility for PostgreSQL:

* Inside the prompt, the databases are set up used
by the ChirpStack components.

Installation Guide for Debian or Ubuntu

sudo -u postgres psql

-- set up the users and the passwords

-- (note that it is important to use single quotes and a semicolon at the end!)
create role chirpstack_as with login password 'dbpassword’;

create role chirpstack_ns with login password 'dbpassword’;

-- create the database for the servers
create database chirpstack_as with owner chirpstack_as;
create database chirpstack_ns with owner chirpstack ns;

-- change to the ChirpStack Application Server database
\c chirpstack_as

-- enable the pq_trgm and hstore extensions

-- (this is needed to facilitate the search feature)
create extension pg_trgm;

-- (this is needed to store additional k/v meta-data)
create extension hstore;

-- exit psql

\q
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Installation Guide for Debian or Ubuntu

Setup ChirpStack software repository:

ChirpStack provides a repository that is compatible
with the Ubuntu apt package system.

sudo apt install apt-transport-https dirmngr

Installation of dirmngr and apt-transport-https:

. . sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys
Set up the key for this new repository:  CEAAFDAADBCOAGH Y Y

Add t.he rep05|tc.)ry to the repository list by sudo echo "deb https://artifacts.chirpstack.io/packages/3.x/deb stable
creatlng ada hew flle: main" | sudo tee /etc/apt/sources.list.d/chirpstack.list

Update the apt package cache: sudo apt update
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Installation Guide for Debian or Ubuntu

Installing the ChirpStack Network Server:

* Installing the package using apt:

e Next step is to update the configuration file to
match the database and band configuration.

= The configuration is located at:

* Example configuration files can be found in:

* After updating the configuration, the ChirpStack
Network Server needs to be restarted and
validated that there are no errors:

* Print the ChirpStack Network Server log-output:

sudo apt install chirpstack-network-server

/etc/chirpstack-network-server/chirpstack-network-server.toml

https://www.chirpstack.io/network-server/install/config/

# start chirpstack-network-server
sudo systemctl start chirpstack-network-server

# start chirpstack-network-server on boot
sudo systemctl enable chirpstack-network-server

sudo journalctl -f -n 100 -u chirpstack-network-server
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Installation Guide for Debian or Ubuntu

Installing the ChirpStack Application Server:

* Installing the package using apt:

e Next step is to update the configuration file to
match the database and band configuration.

= The configuration is located at:

* Example configuration files can be found in:

* After updating the configuration, the ChirpStack
Application Server needs to be restarted and
validated that there are no errors:

* Print the ChirpStack Application Server log-output:

sudo apt install chirpstack-application-server

/etc/chirpstack-network-server/chirpstack-application-server.toml

https://www.chirpstack.io/application-server/install/config/

# start chirpstack-network-server
sudo systemctl start chirpstack-application-server

# start chirpstack-network-server on boot
sudo systemctl enable chirpstack-application-server

sudo journalctl -f -n 100 -u chirpstack-application-server
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Installation Guide for Debian or Ubuntu

Setting up Mossquitto MQTT Broker: cd Jetc/mosquito

* First, the MQTT authentication and authorization # Create a password file, with users chirpstack_gw, chirpstack_ns,
’ chirpstack_as # and bob.

must be set up. At the server, we change to the sudo mosquitto_passwd -c /etc/mosquitto/passwd chirpstack_gw
. . . sudo mosquitto_passwd /etc/mosquitto/passwd chirpstack_ns
mosqwto dlrectory and create a new password file sudo mosquitto_passwd /etc/mosquitto/passwd chirpstack_as

for authentication: sudo mosquitto_passwd /etc/mosquitto/passwd bob

# Secure the password file
sudo chmod 600 /etc/mosquitto/passwd

* Next, we add permissions for the Chirpstack I G
) i opic write gateway/+/event/+
components to the access control list file topic read gateway/+/command/+
/etc/mosquitto/acls: user chirpstack_ns

topic read gateway/+/event/+
topic write gateway/+/command/+

* The authentication for the subscription to the user chirpstack_as |
MQTT broker must be updated in the configuration o Wite application/s/device//event/*

topic read application/+/device/+/command/+
files of the Network and Application Server o bob
u

topic read application/123/device/+/event/+
topic write application/123/device/+/command/+
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Gateway Installation Guide

Gateway Operatins System (OS):
* ChirpStack Gateway OS is an open-source Linux based embedded OS which can run on various

LoRa gateway models.

* Two different image types:
= chirpstack-gateway-os-base: Provides the ChirpStack packet forwarder and ChirpStack Gateway

Bridge pre-installed including a CLI utility for gateway configuration

= chirpstack-gateway-os-full: Provides a full ChirpStack Network Server and ChirpStack
Application Server environment running on the gateway, on top of all the features that are

provided by the chirpstack-gateway-os-base image.
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Gateway Installation Guide

Gateway components:

Several gateway models are supported by Chirpstack. Two components are needed to run a gateway:

 Embedded Linux board: Raspberry Pi

e Concentrator shield: IMST —iC880A, IMST —iC980A, RAK2245, ...

A list of supported hardware can be found at https://www.chirpstack.io/gateway-os/

The following installation guide is suited for:
* Raspberry Pi3 +
e IMST —iC880A
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Gateway Installation Guide for Raspberry Pi 3 +IMST — iC880A Ty

Installing Gateway OS for Raspberry 3:

Downloading the image for the base OS of type
.wic.gz at:

Flashing the image on a SD card using Balena
Etcher or Win32Disklmager for example

Once connected to the ethernet, you can log in

using ssh with IP address allocated to the gateway:

The following message will be prompted after the
login:

https://www.chirpstack.io/gateway-os/install/raspberrypi/

ssh admin@XxxX. XXX.XXX. XXX
default username: admin

default password: admin

VY A S G D Y B f /o (2)-—_

[l N ) NN N ) N

VAN Sy B B B B B A A B B Sy B B v B v B B S B S B B

DY S A S S S A AR SRR A N A W A VI S A S (N DY A N
-/

Documentation and copyright information:
> www.chirpstack.io

Commands:
> sudo gateway-config - configure the gateway
> sudo monit status - display service monitor
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Gateway Installation Guide

Connecting the gateway with ChirpStack: ChirpStack Gateway OS

Configuration options:
BN s (s (s (o (n (o s [ o o o (o o (o (o (o o (o o o (o [ (o o o o o o s o o o (o o o g o o o o o o o o o o o o o

* Next step is to connect the Gateway-Bridge with x 7 St e oy
etup LoRa concentrator shie
the MQTT brOker Edit packet-forwarder config
. . . Edit ChirpStack Gateway Bridge config
By executing sudo gateway-config the following
screen is prompted:

Restart packet-forwarder
Restart ChirpStack Gateway Bridge
Configure WIFI

H M HEMBK®HHEHR

< _EK > < Quit >

o 0 0 U 0 0 0 0 0 0 A A A (A L A

* |Inthe packet_forwarder COang, the IP address [integration.mqtt.auth.generic]

pointing to the MQTT broker must be inserted at
the MQTT authentication section:

* Additionally, the authentication for the MQTT
servers=|[

subscription must be updated "tCP /XXX XXX.XXX.XXX:1883",
]
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Gateway Installation Guide

Connecting the gateway with ChirpStack:

* Next step is to add the gateway to ChirpStack. To
do this we must log into the web-interface of the
Application Server:

http://localhost:8080/

default username: admin

default password: admin

00 < > D localhost [ th J| & .
|

= &3 ChirpStack

* Three steps are needed to add a Gateway to the
ChirpStack server:

IE Network-servers l
Applications + CREATE

e Adding the Network server in tab “Network-servers” B_coevarmrotis

nnnnnnnnnnn

* Adding a Gateway-profile in tab “Gateway-profiles” 2 Aluses

1 air-quality EU868 Air quality application

° Ad d i n g a G ateway i n ta b IIG ateways” cisac—v 2 parking-sensor EU868 Parking sensor application

e Org. settings 3 weather-station EU868 Weather station application
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Gateway Installation Guide

Connecting the gateway with ChirpStack:

e Adding the Network Server:

Network Server name

Network Server server

* Adding a Gateway Profile

Gateway Profile name

Enabled channels according to LoRaWAN Regional
Parameters

Network Server

Network-servers / Add

GENERAL  GATEWAY DISCOVERY  TLS CERTIFICATES

Metwork-server name *

Netwaork Server

A name to identify the network-server.

Metwork-server server *

localhost:8000

The 'hostname:port’ of the netwark-server, e.g. ‘localhost:8000

ADD NETWORK-SERVER

Gateway-profiles / Create

Mame*

Gateway Profile

A short name identifying the gateway-profile

Enabled channels *

01,3

The channels active in this gateway-profile as specified in the LoRaWAN Regional Parameters
specification. Separate channels by comma, e.g. 0, 1, 2. Extra channels must not be included in
this list

Metwork-server *

Network Server -

Network Server
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Gateway Installation Guide

Connecting the gateway with ChirpStack:

* Adding the Gateway:

Gateway Name
Gateway Description
Gateway ID

Network Server

Gateway Profile

Gateways / Create

Gateway name*

Gateway

The name may only contain words, numbers and dashes

Gateway description *

First Gateway

Gateway ID*

b8 27 eb ff fe 1f e4 38 MSB c

Network-server *

Network Server -

Select the network-server to which the gateway will connect. When no network-servers are available in the dropdown, make sure a
service-profile exists for this organization

Gateway-profile

[Gateway Profile X -

An optional gateway-profile which can be assigned to a gateway. This configuration can be used to automatically re-configure the
gateway when ChirpStack Gateway Bridge is configured so that it manages the packet-forwarder configuration.
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Connecting a Device

Requirements:

Before the device is connected to the system, the following information about the device needs to be
known:

* DevEUI: Identifier assigned by the manufacturer
 LoRaWAN MAC version implemented by the device

* Regional Parameters revision implemented by the device
Additionally, the following information is needed specifically for each activation process:

ABP: OTAA:

* Device address * Device root-keys
* Session Keys

26




Contents

* Connecting a Device

27



Connecting a Device

* A new device can be added in the web-interface of

the Application Server:

* Three steps are needed to add a Device to the

ChirpStack server:

Adding a service profile in tab “Service-profiles”
Adding a device profile in tab “Device-profiles”
Adding an application in tab “Applications”

Adding a device inside the created application

http://localhost:8080/

default username: admin

default password: admin

eve < > 0D

= &3 ChirpStack

®
B

Network-servers

Gateway-profiles

Organizations

All users

chirpstack

o

Org. settings

Org. users

Service-profiles

—r
l!:

Device-profiles

®

Gateways

Applications

N

Multicast-groups

Applications

air-quality

parking-sensor

weather-station

EU868 Air quality application

EU868 Parking sensor application

EU868 Weather station application
Rows per page: 10 v 1-30f3
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Connecting a Device

Adding a Service Profile:

The Service Profile is the "contract" between a user
and the network. It describes the features that are
enabled for the user(s) of the Service Profile and the
rate of messages that can be sent over the network.

Service-profiles / Create

Service-profile name *

Service Profile

A name to identify the service-profile.

Network-server *
Network Server

The network-server an which this service-profile will be provisioned. After creating the ser

[] Add gateway meta-data

vice-profile, this value can't be changed

GW metadata (RSSI, SNR, GW geoloc,, efc.) are added to the packet sent to the application-server

[[] Enable network geolocation

When enabled, the network-server will try to resolve the location of the devices under this

have gateways supporting the fine-timestamp feature and that the network-server needs to

support

Device-status request frequency

0

service-profile. Please note that you need to
» be configured in order to provide geolocation

Freguency to initiate an End-Device status request (request/day). Set to 0 to disable

Minimum allowed data-rate *

0

A4k

Minimum allowed data rate. Used for ADR.

Maximum allowed data-rate *

5

Maximum allowed data rate. Used for ADR.

CREATE SERVICE-PROFILE
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Connecting a Device

Adding a Device Profile:

. . . . leys Device-profiles / Create
A Device Profile defines the device capabilities and ’

boot parameters that are needed by the Network
Server for setting the LoRaWAN radio access service. GENERAL  JOIN (OTAA/ABP) CLASS-B CLASS-C  CODEC
These information elements shall be provided by the S

end-device manufacturer. kb

A name to identify the device-profile.

Network-server *

MNetwork Server -

The network-server on which this device-profile will be provisioned. After creating the
device-profile, this value can't be changed

LoRaWAN MAC version *

1.1.0 -

The LoRaWAN MAC version supported by the device.

LoRaWAN Regional Parameters revision *

A -

Revision of the Regional Parameters specification supported by the device.
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Connecting a Device

Adding a Device Profile:

Definition of the activation process in “JOIN”-tab
Settings of the downlink windows RX1 and RX2

List of factory preset frequency channels by the
device

Settings for Class-B if supported
Settings for Class-C if supported

Device-profiles / Create

GENERAL  JOIN (OTAA /ABP) CLASS-B CLASS-C  CODEC

Device supports OTAA

CREATE DEVICE-PROFILE
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Connecting a Device

Adding an Application:

An application is a collection of devices with the
same purpose / of the same type.

Applications / Create

Application name *

RN2483_app

The name may only contain words, numbers and dashes

Application description *

Application to reiceve data from RN2483

Service-profile *

Service Profile -

The service-profile to which this application will be attached. Note that you can't change this
value after the application has been created.

Pavload codec

None -

By defining a payload codec, ChirpStack Application Server can encode and decode the binary
device payload for you.Important note: the payload fields have moved to the device-profile. For
backward-compatibility and migration, existing codec settings are still visible. Codec settings
an the device-profile have priority over the application codec settings

CREATE APPLICATION
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Connecting a Device

Adding a Device:

Inside the application you can add devices

* Device EUI: Identifier of the device by the
manufacturer.

* The device EUI of our RN2483 is 0004A30BO01AEEQO5

Applications / RN2483_app / Devices / Create

GENERAL  VARIABLES TAGS

Device name *

RN2483

The name may anly contain words, numbers and dashes

Device description *

RN2483

Device EUL*
0004 A3 0B OO0 TAEEODS MSB c

Device-profile *

RN2483 E

[] Disable frame-counter validation

Mote that disabling the frame-counter validation will compromise security as it enables people
5

to perform replay-attack

CREATE DEVICE
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Connecting a Device

After these steps, it is now possible to join the network with
our device:

e Setting up the connection with the RN2483 via a RS232-
terminal and the following settings:

* All commands to operate the device can be found in the
RN2483 LoRa® Technology Module Command Reference
User’s Guide by Microchip. The commands for performing
a OTAA join and an uplink message are:

bitrate: 57600
Data bits: 8

Stop bits: 1
Pairity: none

Flow control: none

terminated with <CR><LF>

OTAA join: mac join otaa

TX message: mac tx <type> <portno> <data>

= <type>: cnf (confirmed) or uncnf (unconfirmed)
= <portno>: Port number (1 to 223)

» <data>: data message
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Connecting a Device EMCENTY

Message Flow:

B DELETE

Gateways / Gateway1

o The message fIOW Of the LORa messages received and GATEWAY DETAILS GATEWAY CONFIGURATION LIVE LORAWAN FRAMES
transmitted by the gateway can be found in the e e e
gateway section in the web-interface.

DOWNLINK 12:42:28 PM JoinAccept v
UPLINK 12:42:28 PM JoinRequest bB827ebfffelfed38 ~
Applications / RN2483_app / Devices / RN2483 § oELETE |

* The LoRaWAN message flow can be found in the T

application section of the web-interface. o= | ae || tpe | e

DOWNLINK 6:49:31 PM UnconfirmedDataDown 034b35eb v
UPLINK 6:49:31 PM UnconfirmedDataUp 034b35eb v
DOWNLINK 6:49:21 PM UnconfirmedDataDown 034b35eb v
UPLINK 6:49:21 PM UnconfirmedDataUp 034b35eb v
DOWNLINK 6:49:11 PM JoinAccept v
UPLINK 6:49:11 PM JoinRequest b827ebfffelfed3s v
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Connecting a Device

Message Flow:

An LoRaWAN message is divided in up to 3 parts

e RXinfo: contains information about the quality of
the received signal like RSSI and SNR

 TX info: includes information of the LoRa
parameters like spreading factor, code rate,
bandwidth and frequency channel

* Physical payload

UPLINK 1:45.02 PM JoinRequest

bg27ebfffe1fe43s

v phyPayload: {} 3 keys
v mhdr: { 2keys

physical payload

RX info
1-7by
TX info
UPLINK
DOWNLINK 1:45:02 PM JoinAccept
gateway|D: "647fdafffe008202" ¥ phyPayload: {} 3 keys
v ixinfor {8 9keys ¥ mhdr: § Zkeys
868100000 mType: "JoinAccep!
LO!
nfo: {} 4keys
mic: "224b! 5
t . physical payload
TX info
v delayTiminglnfo: {} 1key
e DOWNLINK
context: "gJerNA==
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Connecting a Device

DOWNLINK 6:49:31 PM UnconfirmedDataDown 26011a87
. . UPLINK 6:49:31 PM UnconfirmedDataUp 26011a87
M ge Flow OTAA j :
e S S a e OW O I n - DOWNLINK 6:49:21 PM UnconfirmedDataDown 26011a87
UPLINK 6:49:21 PM UnconfirmedDataUp 26011a87
DOWNLINK 6:49:11 PM JoinAccept
UPLINK 6:49:11 PM JoinRequest b827ebfffelfe438

* Join Request

* Contains joinEUI, devEUI, and devNonce for the calculation
of the session keys

v phyPayload: {} 3 keys
v mhdr: { 2 keys
mType: "JoinRequest
major: "LoRaWANR1"
» macPayload: {§ 3 keys
JoinRequest: joinEUI: "58208a8800070000
* Join Accept devEUI: "58208a8800070000

. . . devNonce: 48342
* Contains encrypted data like JoinNonce, NetID, and

DevAddr

mic: "ec529b738

» phyPayload: {} 3 keys
v mhdr: { 2 keys
mType: "JoinAccept”
JoinAccept: major: "LoRaWANR1"
v macPayload: { 1 key
bytes: "t/9feJBAIBOJolYF"

mic: "224b5a45
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Connecting a Device

Message FlOW after iOin procedure: DOWNLINK 6;49;21 PM UnconfirmedDataDown 26011a87
* In this example, several unconfirmed uplink Sosen  SESeeed e
messages were transmitted after the join procedure A
* Every uplink is followed by a downlink with network
. . Uplink: Downlink:
parameters the device must adapt. In this case: e b s T
yrayload. 1 = v phyPayload: {} 3 keys
v mhdr: { 2keys v mhdr: {§ 2 keys
* “RX ParamSetupReq”: sets the frequency and data rate of miType: “UnconfimedDataUp® :nlwpe; WY
the second receive window. e gzt
v macPayload: { 3 keys v macPayload: {} 3 keys
« “RX TimingSetupReq”: sets the delay between the end of e e e
the reception of an uplink and the opening of the first Ct § Skeys ERE S
1 adr: true adr: true
recept'on S|Ot adrAckReq: false adrAckReq: false
ack: false ack false
* Further network parameters like maximum duty endng: faie S

cycle or adding new channels

* Alist of MAC Commands exchanged between

receiver and transmitter are documented in the
LoRaWAN specification by the LoRa Alliance

classB: false
fCnt: 1
fOpts: null
fPort: 1
v frmPayload: [ 1 item
v 0 [} 1key

bytes: "b2Y3IX90M1/mhRlabQ=="

mic: "ceeld2e?”

classB: false
fCnt: 1

v fOpts: [| 2 items
v 0 {} 2keys
cid: "RX ParamSetupReq
v payload: {} 2keys
frequency: 868300000
dISettings: 08
v 1 {} 2keys

cid: "RXTimingSetupReq

v payload: {} 1key
delay: 1
fPort: null

frmPayload: null

mic: "579fch05”
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Connecting a Device

Message Flow after join procedure:

* There are two different frame counters that keep
track of uplink and downlink frames:

* FcntUp: Number of uplink messages, transmitted and
incremented by the device via “fCnt” field

* FcntDown: Number of downlink messages, transmitted and
incremented by the network server via “fCnt” field

* If either the device or the network receives a
message with a frame counter that is lower than the
last one, the message is ignored

DOWNLINK 6:49:31 PM UnconfirmedDataDown 26011a87

UPLINK 6:49:31 PM UnconfirmedDataUp 26011a87

DOWNLINK 6:49:21 PM UnconfirmedDataDown 26011a87

UPLINK 6:49:21 PM UnconfirmedDataUp 26011a87

DOWNLINK 6:49:11 PM JoinAccept

UPLINK 6:49:11 PM JoinRequest b827ebfffelfe438
Uplink: Downlink:

v phyPayload: { 3 keys v phyPayload: { 3 keys

v mhdr. {} 2 keys
mType: "UnconfirmedDatallp”
major: "LoRaWANR1"
v macPayload: { 3 keys
v fhdr: {} 4 keys
devAddr. "26011a87"
v iCirl. { 5 keys
adr: frue
adrAckReq: false
ack: false
fPending: false
classB- falce

fCnt: 1

fOpts: null
fPort: 1
v frmPayload: [ 1 item
v 0 [} 1key

bytes: "b2Y3IX90M1/mhRlabQ=="

mic: "ceeld2e?”

v mhdr {} 2 keys

mType: "UnconfirmedDataDown
major: "LoRaWANR1

v macPayload: {} 3 keys

v fhdr {} 4 keys
devAddr. "26011a87"
v fCtrl: {} 5keys
adr: true
adrAckReq: false
ack: false
fPending: false

clacep falas

fCnt: 1

v fOpts [| Zitems
v 0 {} 2keys
cid: "RX ParamSetupReq
v payload: {} 2keys
frequency: 868300000
dISettings: 08
v 1 {} 2keys
cid: "RXTimingSetupReq
v payload: {} 1key
delay: 1
fPort: null
frmPayload: null
mic; "579fch05” 39



Connecting a Device

Message Flow ADR:

If the ADR flag is set to one, the network server can
adapt parameters of spreading factor (data rate),
power, and useable channels for an end device.

Uplink message:
* ADR bit is set to one -> ADR is activated
e Spreading factor 12

UPLINK 7:01:25 PM UnconfirmedDataUp 26011a87
DOWNLINK 7:01:13 PM UnconfirmedDataDown 26011a87
UPLINK 7:01:13 PM UnconfirmedDataUp 26011a87

EmMCEATY

WIEN

v tinfo: {3 3 keys
frequency: 368300000
modulation: "LORA’
v loRaModulationinfo: { 4 keys
bandwidth: 125

spreadingFactor: 12

codeRate: "4/57
polarizationinversion: false

v phyPayload: {3 3 keys
v mhdr: {} 2 keys
mType: "UnconfirmedDatalp”
major: "LoRaWwAMR1”
v macPayload: { 3 keys
v thdr: {} 4 keys
devAddr. "26011a87"
x fCifl & B jeys

adr: frue

adrackReq: false
ack: false
fPending: false
classB: false
font: 3
fOpts: null
fPort: &
v frmPayload: [] 1 item
+ 00 {} 1key
bytes: "etd='
mic: "b4195459"
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UPLINK 7:01:25 PM UnconfirmedDataUp 26011a87

I\/Iessage Flow ADR: DOWNLINK 7:01:13 PM UnconfirmedDataDown  26011a87

UPLINK 7:01:13 PM UncenfirmedDataUp 26011a87

v phyPayload: {} 3 keys

v mhdr {} 2keys

A downlink message follows wit a “LinkADRReq” e e
command to set new parameters for the device: [ —
 dataRate: 5 e e
« txPower: 5 e
'?:Zl:t:s 3|: 1 item

* chMask: enabled channels; 0, 1, and 2 are the mandatory ' O § 2iays
Channels cid: "LinkADRReq"

v payload: {} 4 keys
dataRate: 5
tPower. 5

v chMask: [] 16 items
0: true

1: true

2 true

3 false

4: false

5: false

6: false

7: false

8: false

9: false

10: false

11: false

12 false

13 false

14 false

15: false

v redundancy: {} 2 keys

chMaskCntl: 0

nbRep: 1 41
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UPLINK 7:01:25 PM UnconfirmedDataUp 26011a87
I\/Iessage Flow ADR: DOWNLINK 7:01:13 PM UnconfirmedDataDown  26011a87
* Next uplink message adapted the parameters from Bl i rae o urc T

the ADR reqg uest v phyPayload: {} 3 keys
v mhdr: {} 2 keys
mType: “UnconfirmedDataUp”
major. "LoRaWANR1”

* “LinkADRANs” includes acknowledgments of the e e
changed power, data rate, and channel mask. devAdar: "26011287
v TCirl. 3 5 keys
v teinfo: {3 3 keys adr: true
frequency: 862300000 adrackReq: false
. . - ! T ack: false
* The network server changes transmission moduiston: LORA Pending: aise
. . . v loRaModulationinfo: 3 4 keys P
parameters until suitable parameters in terms of bandwidin: 125 o s
connectivity and battery efficiency is achieved | S”LE“F{”‘”QFE_'??F ! o
coderale: il ¥ L EYS
polarizationinversion: false Sl 1"'1_'_DRAF'E"
v payload: {} 3 keys
channelMaskAck: true
dataRateAck: frue

powerAck: true
fPort: 4
v frmPayload: [ 1 item
v 00 0 1key

bytes: "p3+VVHU'

mic: "c13ebdgT™
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Message Flow:

» After several responses to an uplink message with
network and transmission parameter settings, there is
no downlink response to an unconfirmed message.

UPLINK 6:15:16 PM
UPLINK 6:14:02 PM
UPLINK 6:12:48 PM
DOWMNLINK 6:11:35 PM
UPLINK 6:11:35 PM
DOWMNLINK 6:10:22 PM
UPLINK 6:10:22 PM
DOWMNLINK 6:10:08 PM
UPLINK 6:10:08 PM
DOWMNLINK 6:10:02 PM
UPLINK 6:10:02 PM
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